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Prerequisites  

• Debian 11, 12, or 13

• Root or sudo user

• A static Public IP address

Step 1

1. Install OpenVPN + Easy-RSA

 

Step 2 

2. Set up Easy-RSA command line utility in home directory and initialize Public Key Infrastructure

 

 



Step 3 

3. Build the Certificate Authority

 

• Set a strong password

Step 4 

4. Create the Server Certificate and Private Key

 

 

• Type yes when prompted

Step 5 

5. Generate Diffie-Hellman Parameters and TLS Authentication Key

 

 

Step 6 



 Step 9 

6. Create Client Certificate and Private Key

 

 

Step 7 

7. Create OpenVPN Server Configuration

 

 

                      



 Step 10 

 Step 11 

9. Enable IP Forwarding by creating config file in sysctl.d and apply it using sysctl –system command

 

           

10. Configure NAT which enables all of the client traffic to go out through the VPN by editing the 

UFW before.rules

 

 

 

11. Allow necessary ports through UFW

 



 Step 12

 Step 13

 Step 14

 

12. Start and Enable OpenVPN

 

 

 

13. Create Client Configuration File using our bash script

         

 

14. Download client profile on client’s local machine and connect to the VPN by importing the 

configuration file to OpenVPN’s official client application (MacOS, Windows, Android, IOS) or 

through the command line in Linux.

 



 


